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Click on any cybercrime to read the full details:

Cyber Extortion

Account Hacking

Cyberbullying

Identity
Impersonation

Fake Websites Deepfake

ShjPolice
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What Is Cyber Extortion?

It is a form of threat delivered through any digital platform to force
you to pay money or carry out certain requests using real or
fabricated photos or personal information.

It often starts casually, then turns into a direct threat.

Please.. don't do
that. What do you
want from me?

Hello, | have some private photos
of you. If you do not respond to
my request, | will publish them.

How Can You Protect Yourself?

Do not share personal photos or information online.
Adjust your privacy settings on all accounts.

Avoid unknown links and attachments.

Use strong and unique passwords for every account.
Do not trust anyone requesting personal content.

If you become a victim of the crime, report it
immediately by calling 901 or through the Najeed
service.

ShjPolice
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What Is Phishing?

It is a scam that tricks victims into revealing sensitive information
through messages or links that appear legitimate.

Attackers convince the victim to click and enter their data on a fake
page.

It can occur through emails, texts, social media, or QR codes.

How Can You Protect Yourself?

¢ Do not open links from unknown or unofficial sources.
¢ Verify the link before clicking, and avoid shortened links.
-\/ e Access sensitive services (like banks) only through official apps.
e Enable two-factor authentication on all accounts.

If you become a victim of the crime, report it

immediately by calling 901 or through the Najeed
service.

ShjPolice
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What Is Cyberbullying?

It is intentional harassment or repeated bullying through digital
platforms, such as offensive messages, mocking content, spreading
rumors, or sharing private information to cause harm. It may occur on
social media, messaging apps, or online games.

Comments

How Can You Protect Yourself?

¢ Do not engage with harmful messages.

e Adjust privacy settings to block strangers.
N e Block the bully on all platforms.

¢ Do not share information that could be misused.

If you become a victim of the crime, report it

immediately by calling 901 or through the Najeed
service.

ShjPolice
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What Is Account Hacking?

It is unauthorized access to your accounts through stolen
passwords, fake login pages, malware, or sharing verification codes
with someone pretending to be legitimate.

How Can You Protect Yourself?

Use strong, unique passwords.
Enable two-factor authentication.
Avoid unknown links.

Log in only through official apps.
Check your login activity regularly.

If you become a victim of the crime, report it
immediately by calling 901 or through the Najeed
service.

ShjPolice
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What Are Malware?

Malware are harmful programs that infiltrate devices, damage data, or

steal information without the user's knowledge.

They often come through infected files, fake software, or malicious links
.‘Q’ and include viruses, spyware, ransomware, and trojans.

Downloading...
[ ==

How Can You Protect Yourself?

Do not open files from unknown sources.
Avoid installing apps from unofficial websites.
Use a trusted antivirus and keep it updated.
Do not install pirated or modified software.
Update your system and apps regularly.

If you become a victim of the crime, report it
immediately by calling 901 or through the Najeed
service.

ShjPolice
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What Is Identity Impersonation?

It is when someone creates a fake identity or uses another person’s
identity to deceive the victim into giving money or information. It is often
done through messages or calls using similar names or photos to gain
trust.

How Can You Protect Yourself?

e Confirm the person’s identity before replying or sending money.
Avoid clicking links from new or unfamiliar accounts.
Check the username and account creation date to verify
authenticity.
Contact the real person directly using a known number to confirm
the request

If you become a victim of the crime, report it
immediately by calling 901 or through the Najeed
service.

ShjPolice



(; )

- V

: "-:fﬂ}f-f
ﬁ”’ DG

- ﬁ. ]
Ltelg g5 6Ll alnpy
BEAWARE Sharjah Police

What Are Fake Websites?

They are fraudulent sites designed to look real, used to trick victims
into buying fake products or stealing payment information. They
often appear through suspicious ads or use names similar to known
stores.

®

Downloading...

How Can You Protect Yourself?

¢ Do not buy from websites reached through unofficial ads.
Check the website URL and avoid strange or unfamiliar names.
Verify that secure payment methods are available.
Avoid entering your banking information on unknown sites.
Use official and trusted apps/websites only.

If you become a victim of the crime, report it
immediately by calling 901 or through the Najeed
service.

ShjPolice
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What Is Deepfake?

It is the use of Al to alter images or videos to create realistic but fully
fabricated content. It is used to mislead or blackmail by showing
someone in a scenario that never happened.

How Can You Protect Yourself?

S ¢ Do not trust videos or images from unknown sources.
¢ Verify the origin before responding or sharing.
-\/ ¢ Avoid sending personal photos or videos.
e Watch for accounts using your image or identity unusually.

If you become a victim of the crime, report it
immediately by calling 901 or through the Najeed
service.

ShjPolice



